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Historical Background and
Basis

* Project work 2014 (FHJ Kapfen
,2Attacking RSA by Factoring Co

— Algorithm from D. J. Bernstein,

FH|JOANNEUM

Mathematical

berg, ASE13)

rimes”

"Factoring into coprimes in essentially linear time",

Journal of Algorithms 54 (2005)

— Test and evaluation of the algorithm (Wind, Reithofer)

* Result: Idea for a security service at FH-Joanneum
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Security Service: ,FireSafe*

FH (a FJreSafe Keyservice Project - Main Page FH |10ANNEUM

University of Applied Stiences

Joanneum

Dear user, dear administrator,
rea I you see the information page for the project FJreSafe from the University of Applied Sciences FH-Joenneum Kapfenberg.

The main goal FH-Joanneum is to implement a security service. The planned service's goal is to analyze TLS keys regarding implementation flaws.
To achieve this goal we need a large amount of public TLS keys which will become analyzed for multiply used RSA factors. This service is planned as
on-demand service, where users can validate their public keys and also active notification in legal scale of operations can be requested to become

e n h a n Ced informed about the found weaknesses.
An overview of the complete security project, further information about the basics, some mathematical background and the list of the involved
modules can be found on Martin's UNSECURED.FAIL page.

The first phase consists of scanning as much as possible ip-addresses to identify TLS-services, which will be examined if the mentioned weaknesses

L]
Secu rlty appear, such that the affected users can be informed accordingly.

s |t is not planned to contact ip-addresses more than once within an acceptable time range, which is normally guaranteed by the used
algorithms. We only try to verify the existence of TLS related services in this phase. Only the public certificate of your TLS based service is

L] (]
a p p I I Catl O n retrieved once at a later time to investigate it regarding aforesaid weakness.

Statement: We will at no time try to get access to your systems (login) or access any other private area!
fo r Please apologize if we perturbed your service and we hope for your understanding and your support of our security project.

If you have any further questions, please do not hesitate to contact us.
We will answer all your questions regarding our FjreSafe project.

e n d u S e rS :‘Iuiiitrl‘lir? ?Aslti:nrg g gredrfw‘ard Reithofer
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Security-Service as Research Project at FHJ

System Overview
— Scanning for RSA keys

— Managing (meta)data

awasevces  — Calculating coprimes
— Informing affected users
— Providing a query service

— Providing additional
support...

12.01.2017 Gerhard Reithofer 4



‘ APPLIED COMPUTER SCIENCES FH ‘ JOANNEUM

University of Applied Sciences

Scanning and collection of RSA public keys (MT's goal)

IP/Address
%___/
TLS/Service
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Status update
IP address
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Service data

Service+Port

Scanning Level | Process
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Scanning and collection of RSA public keys (MT's goal)
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Scanning and collection of RSA public keys (MT's goal)
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Scanning and collection of RSA public keys (MT's goal)
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Scan Process Classes/Life Cycle

Transition Object Class Input/Source

A €A A,---filtered class A addr . A---all IPv 4 addresses
S€A XI, S--- probably TLS addr . 1,---list of ports

5,€5 S,---filtered class S addr .

C€S E1, C---list of certificates I,--- found/removed certs.
Ke&C K ---unique list of keys

10.01.2017 Gerhard Reithofer
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Question in the context that similar databases
exist (Scansio, Censys, EFF, ...):

Why rescanning the Internet?

* Service locality, trustworthy and data owning
* Timing constraints and data actuality

* |Interest on specific data only (RSA keys)

10.01.2017 Gerhard Reithofer 10
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Basic Assumptions and Estimations

Model Calculation where the processing of 1 IP needs 1 second:
232
3600-24

Estimation for processing the complete Internet (IPv4) in 2 weeks:
4294967296 N 3500-IP

3600-24-14 sec
Average data size for a TLS handshake is 2601.42 Bytes

Kb IP 7622 Kb Mb
20 IP 3500 sec 10000 ~7035 sec 7.0 sec

~49710.2days~136.1 year

10.01.2017 Gerhard Reithofer 11
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Level | - Scanning Tools (services)

* nmap: universal command line scanner, many
scan options, no list input

* zmap: development of the “Internet-Wide Scan
Data Repository” group, no list input

* ipscan: GUI based Java application, mult
threaded, much too slow
* masscan: speed optimized nmap compatible

scanner, development state

10.01.2017 Gerhard Reithofer 12
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Level Il - Scanning Tools (certificates)

* Except for ,,openssl® (slow) no single solution
was found

* Solution: Self developed tool from a FH project

2014 extended to fulfill the new requirements:
— Connect to a TLS service (if possible?)

— |ssue a TLS handshake (to verify TLS validity)
— Retrieve certificate data (part of X.509 data)

— Save retrieved meta data to the database

10.01.2017 Gerhard Reithofer 13



FH|JOANNEUM

Used Technologies and Software (1)

* Multi platform scripting language Tcl/Tk
— Process controlling framework (e. g. execution of binary
tools)

— Database interface to PostgreSQL for ,managing” the IP/Key
data and key query tool

* Programming language ANSI C

— Extending the existing TLS interface for Tcl for extracting
additional X.509 data

— IP-Shuffle tool for randomizing the IPV4 address table

10.01.2017 Gerhard Reithofer 14



FH|JOANNEUM

Used Technologies and Software (2)
* HTML coding

— Project information home page - central contact and
communication point

* Programming language PHP for web tools

— Web frontend and user interface for the certificate
evaluation (query data for broken keys)

— User interface for WHOIS service (integrated into the
evaluation result information)

10.01.2017 Gerhard Reithofer 15
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Final Solution - Requirements

1) Data collection:

a) Level | scanning method

b) Level Il scanning method

2) Task improvement by using parallel processing
3) Process measurement and control methods

4) Prototype of the user interface for end users

10.01.2017 Gerhard Reithofer 16
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Level | Scanning Method (1)

Randomized Linear IP-Table

A ,pseudo database” was created by using a flat file to define
randomized order of IP addresses for scanning (prog: ipshuffle).

Complete IPV4 address space (2%) addresses

!

Job 1 Job2 ...
Already scanned Start End
range Start End

Not scanned
range

A ,scan job“ is defined by its start offset and the job size. The
,current job" pointer is incremented by the blocksize.
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Level | Scanning Method (2)

Sequential scan process - plugin

A control script executes a scan job:

1. An IP range is read from the Randomized Linear IP-Table and a
temporary file is created containing the addresses

2. The executable scan programm is started using the address
table and a port list (defined by configuration)

3. The scan results are written to another temporary result file

4. The result file is parsed and the parsing results are written to
the database (table ,scan®)

10.01.2017 Gerhard Reithofer 18



Scanning Method (3)

Parallel scanning method

FH|JOANNEUM

A process controller executes jobs parallel:

1) Detect the number of processes

2) If a maximum is reached?
a) Wait an extra delay time
b) Goto step 1)

3) Start a new ,Sequential scan
process” in background

4) Wait a job delay time

5) Goto step 1)

g

1

» Detect number of tasks

Wait Job Delay Time Wait Ext

ra Delay

A

A

Next background
scan job

10.01.2017 Gerhard Reithofer
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Data Post Processing
Creating the results

Data workflow (1)

* Public key database export to MPZ file is the Copri calculation
input

* Calculation output is a JSON file containing the found broken
keys

* This result file is used to request a Reverse Lookup to get the
corresponding meta data (via web GUI or batch command)

Check public key decimal SendValue || ClearInput | output ASCII: valid date:
Evaluate JSon file EBrowse.. No file selected. Upload File || Resetfile | output ASCII: valid date:

2016-05-23/16:13:02 | | | FjreSafe Information Page | | | Gerhard Reithofer
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Data Post Processing
Presenting the results

Data workflow (2

The Reverse Lookup provides the corresponding meta data as

web page

or file download. Two hyperlinks allow a WHOIS

service call or the download of the PEM certificate.

Field
id
ip_address
service
last_mod
status.
subject
issuer

chain

rsa_n(hex)
rsa_n(dec)
rsa_e
key_type
key size

not_valid_after
certificate

Found record: 232

8269145

443

2016-09-12 20:42:13.056744

ok

CN=*.hybridserver.at, OU=Domain Control Validated - RapidSSL(R),0U=See www.rapidssl.com/resources/cps (c)14,0U=GT18085679
CN=RapidSSL SHA256 CA - G3,0=GeoTrust Inc.,C=US

/OU=GT18085679/0U=See www.rapidssl.com/resources/cps (c)14/0U=Domain Control Validated - RapidSSL{R)/CN=*.hybridserver.at
JC=US/0=GeoTrust Inc./CN=RapidSSL SHA256 CA - G3

JC=US/O=GeoTrust Inc./CN=RapidSSL SHA256 CA - G3

JC=US/0=GeoTrust Inc./CN=GeoTrust Global CA
a962be5a7c88dedd7b7be622fbe41786e6bb2f0e3205ffa29abed5c9eb24e40be0cB8ad1d21d9eb392f0662e4d89905b0b57bfb6dfaefc955162+4
2138296580753584879084347230666893115444019726451928288181197676436210969520795813196697623797374045073761522977
65537

rsa

2048

not_valid_before 2015-07-07 02:14:47

2018-06-04 09:26:21
Click for download

Back to previous page

... Or goto to our Homepage.

10.01.2017
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System Monitoring (1)
Used methods

* Temporary result files
* Creation and evaluation of log files
* Existing and new monitoring tools

* Database queries

10.01.2017 Gerhard Reithofer 22
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System Monitoring
evel | - single port scan vs. multi port scan

[2015-08-21/10:00:00 - 2015-08-22/13:00:00] (1 days 03:00:00)
60000.0
Minute values
— 10 Min. values
©- Hour values
2 54000.0
o
o
™
<
A
L 48000.0
~
o
[oN)
= e
I
T 42000.0
o
o
9]
(9]
12}
% 36000.0
3 - [2015-08-22/13:00:00 - 2015-08-24/20:00:00] (2 days 07:00:00)
% 50000.0
Ay
L2 — Minute values
o
¥ 30000.0 T 45000.0 — 10 Min. values
g = © Hour values
S =1
@ 2 40000.0
24000.0 e
i
35000.0
2015-08-21 11:02 2015-08-21 16:20 2015-08-21 21:3
30000.0
25000.

20000.

15000.

10000.

5000.

Scanned IPs per second - 9 ports

2015-08-22 18:58 2015-08-23 04:36 2015-08-23 14:15 2015-08-23 23:54 2015-08-24 09:32

10.01.2017 Gerhard Reithofer 23



System Monitoring (3)

Scan Level | performance

Value
IPs total
TLS rel.
Scan time
IPs/sec
TLS/sec
TLS/IM
TLS/1M/port

#1 p443 only
4,059,017,295
3,575,192
1d 02:32:56
42,469.0
37.4
880.0
880.0

#2 9p (no

443)

3,270,700,000

22,93
2d 00:

6,589
15:27

18,826.7

132.0

7,010.0

778.8

#2/[#1
0.806
6.415
1.811
0.443
3.529
7.966
0.885

FH|JOANNEUM

Remark
Scanned IPs
Open TLS ports
95576/173727 s
Class A addr.
Class S addr.
1M=million IPs.
Spec. rate

10.01.2017
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System Monitoring (4

Level Il - parallel tasks vs. scan rate

[2016-06-04/18:34.04 - 2016-06-15/15:45:43] (10 days 21:11:38)
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Scan Results (1
Service port distribution
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Scan Results (2)
Certificate lifetime statistcs
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Scan Results (3)
20% of all certificates were used multiple times

Repeated certificate usage

Million Certificates

10.01.2017 Gerhard Reithofer 28
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Scan Results (4)

Invalid or ridiculous validation periods

* Very long running certificate (7985 years).
Valid from Jan 4 23:44:33 2015 until Dec 31 23:59:59 9999.

* One second time validation period. Not Before date is identical
to Not After date.
Valid from Jan 27 18:48:24 2011 and valid until is also Jan 27 18:48:24 2011.

* Minus one day validation period. Not Before date 1 day later
than Not After.
Valid from May 25 10:09:43 2016 until May 24 10:09:43 2016.

* Invalid validation period of -26,6 years.
Valid from Sep 23 16:49:29 2007 until Feb 21 10:21:13 1981.

10.01.2017 Gerhard Reithofer 29



Scan Results (5

Key size statistics

Key size in bits
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FH | JOANNEUM
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Final Discussion

, The optimization step will never end!“

Port scanner masscan is in some parts in ,,development
state” (e. g. certificate extract)

Parallel processing optimization (bottlenecks ,disc IO
and concurrent database access)

Spare use or partitioning of resources (multi server)
Optimize software, the database use and data model

Challenge the ,completeness” pretension and prepare a
draft for IPVé6

10.01.2017
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